Learning Linux – part 2

Version 2 – 4 February 2003. Written by Ian Chapman

Exercise 5 

In this exercise you will 

· revise some of what you have already learnt

· copy files using the cp program

Firstly we will do some revision.

1. Type cd / to go into the / directory.

2. Make a directory here called practice2
3. Move into this directory

4. Make five files called Onathinge Circuit Report, Oshigambo Circuit Report, Eenhana Circuit Report, Okongo Circuit Report and Endola Circuit Report.

5. List the files in the practice2 directory and you should see this:

mbesc-oe:/practice2 # ls -l

total 2

drwxr-xr-x    2 root     root          227 Feb  4 09:17 .

drwxr-xr-x   26 root     root          646 Feb  4 09:15 ..

-rw-r--r--    1 root     root            0 Feb  4 09:16 Eenhana Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:17 Endola Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:17 Okongo Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:16 Onathinge Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:17 Oshigambo Circuit Report
6. Now create a new directory inside the practice2 directory called Circuit Reports.

We will now copy Eenhana Circuit Report into the Circuit Reports directory.

7. Type cp Eenhana\ Circuit\ Report Circuit\ Reports/ and press Enter.

Explanations:

cp



the program to copy files and folders

Eenhana\ Circuit\ Report
the file we want to copy

Circuit\ Reports/

the directory we want to copy the file to.

8. Change to the Circuit Reports directory and list the files. You should see this:

mbesc-oe:/practice2/Circuit Reports # ls -l

total 1

drwxr-xr-x    2 root     root           73 Feb  4 09:28 .

drwxr-xr-x    3 root     root          258 Feb  4 09:28 ..

-rw-r--r--    1 root     root            0 Feb  4 09:28 Eenhana Circuit Report

9. Now go back to the  /practice2 directory. List the files and you should see this:

mbesc-oe:/practice2 # ls -l

total 2

drwxr-xr-x    3 root     root          258 Feb  4 09:28 .

drwxr-xr-x   26 root     root          646 Feb  4 09:15 ..

drwxr-xr-x    2 root     root           73 Feb  4 09:28 Circuit Reports

-rw-r--r--    1 root     root            0 Feb  4 09:16 Eenhana Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:17 Endola Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:17 Okongo Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:16 Onathinge Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:17 Oshigambo Circuit Report
You can see that the original version of Eenhana Circuit Report is still there (because it was copied, not moved). You can also see the Circuit Reports folder (in dark blue) that you created.

10. Using the same technique, copy the other four circuit reports (Endola, Okongo, Onathinge and Oshigambo) into the Circuit Reports directory.

11. List the files in the Circuit Reports directory and you should see:

mbesc-oe:/practice2/Circuit Reports # ls -l

total 1

drwxr-xr-x    2 root     root          227 Feb  4 09:35 .

drwxr-xr-x    3 root     root          258 Feb  4 09:28 ..

-rw-r--r--    1 root     root            0 Feb  4 09:28 Eenhana Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:35 Endola Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:35 Okongo Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:35 Onathinge Circuit Report

-rw-r--r--    1 root     root            0 Feb  4 09:35 Oshigambo Circuit Report

12. Create two new groups: Oshikoto and Ohangwena

13. Create five new users with these names and passwords and put them into these groups:

username
password
group 

Thomas
djkfi44

Oshikoto


Sara

83h8gt

Ohangwena

Rauna

09sa83f
Ohangwena

Josia

2043fs8
Oshikoto

Martha

c9830fhd
Oshikoto

14. Now change the ownership of files in the Circuit Reports directory as follows

File Name


Owner


Group Owner

Eenhana Circuit Report
Thomas

Oshikoto

Okongo Circuit Report
Rauna


Ohangwena

Endola Circuit Report

Martha


Ohangwena

Oshigambo Circuit Report
Josia


Oshikoto

Onathinge Circuit Report
Sara


Oshikoto

15. List the files in the current folder again and you should see

mbesc-oe:/practice2/Circuit Reports # ls -l

total 1

drwxr-xr-x    2 root     root          227 Feb  4 09:35 .

drwxr-xr-x    3 root     root          258 Feb  4 09:28 ..

-rw-r--r--    1 Thomas   Oshikoto        0 Feb  4 09:28 Eenhana Circuit Report

-rw-r--r--    1 Martha   Ohangwen        0 Feb  4 09:35 Endola Circuit Report

-rw-r--r--    1 Rauna    Ohangwen        0 Feb  4 09:35 Okongo Circuit Report

-rw-r--r--    1 Sara     Oshikoto        0 Feb  4 09:35 Onathinge Circuit Report

-rw-r--r--    1 Josia    Oshikoto        0 Feb  4 09:35 Oshigambo Circuit Report
Exericse 6

In this exercise you will learn 

· how to edit text files with vi
vi is a program that can be used to edit text files (it’s like ‘Notepad’ in Windows).

1. Type vi Eenhana\ Circuit\ Report (Remember to use the TAB key to avoid lots of typing)

You will see the screen look like this:

~

~

~

~

~

~

"Eenhana Circuit Report" 0L, 0C                               0,0-1         All

We will now type some text in this text file

2. Press the Insert key on the keyboard. The screen will now look like this:

~

~

~

~

~

~

-- INSERT --                                                  0,1           All

You are now in edit mode. When you are in edit mode you can add and change text in text files.

3. Type text so that the file now looks like this:

Eenhana Circuit Report

At the end of 2002 Eenhana Circuit had 78 schools.

~

We now want to save the file and exit

4. Press the Escape key to go into Command mode (you will see that the word Insert disappears from the bottom of the screen)

5. Type :wq and press Enter

Explanation

:
the colon means that you are typing a command

w
the w means write – save the file

q
means quit – exit the file

You will now be back to the shell (where you can type commands). 

6. List the files again and you will see:

mbesc-oe:/practice2/Circuit Reports # ls -l

total 5

drwxr-xr-x    2 root     root          227 Feb  4 10:40 .

drwxr-xr-x    3 root     root          258 Feb  4 09:28 ..

-rw-r--r--    1 Thomas   Oshikoto       59 Feb  4 10:40 Eenhana Circuit Report

-rw-r--r--    1 Martha   Ohangwen        0 Feb  4 09:35 Endola Circuit Report

-rw-r--r--    1 Rauna    Ohangwen        0 Feb  4 09:35 Okongo Circuit Report

-rw-r--r--    1 Sara     Oshikoto        0 Feb  4 09:35 Onathinge Circuit Report

-rw-r--r--    1 Josia    Oshikoto        0 Feb  4 09:35 Oshigambo Circuit Report
Notice that the time for Eenhana Circuit Report will now have changed to the current time because this is the time when the file was last modified.

7. Now use the same procedure to edit Endola Circuit Report. Enter text so that it looks like this:

Endola Circuit Report

At the end of 2002 Endola Circuit had 96 schools.

~

8. Save the file and exit

9. Do the same for all the other files so that they look like this:

Okongo Circuit Report

At the end of 2002 Okongo Circuit had 195 schools.

Onathinge Circuit Report

At the end of 2002 Endola Circuit had 124 schools.

Oshigambo Circuit Report

At the end of 2002 Endola Circuit had 443 schools.

10. Now list the files again and you should see

mbesc-oe:/practice2/Circuit Reports # ls -l

total 21
drwxr-xr-x    2 root     root          227 Feb 28 12:34 .

drwxr-xr-x    3 root     root          258 Feb 28 09:11 ..

-rw-r--r--    1 Thomas   Oshikoto       74 Feb 28 12:29 Eenhana Circuit Report

-rw-r--r--    1 Martha   Ohangwen       73 Feb 28 12:30 Endola Circuit Report

-rw-r--r--    1 Rauna    Ohangwen       75 Feb 28 12:31 Okongo Circuit Report

-rw-r--r--    1 Sara     Oshikoto       81 Feb 28 12:33 Onathinge Circuit Report

-rw-r--r--    1 Josia    Oshikoto       81 Feb 28 12:34 Oshigambo Circuit Report

Exericise 7

In this exercise you will learn 

· about file permissions in Linux

· how to change file permissions

To demonstrate how file permissions work in Linux, we will first log off and then log on as a different user.

1. Type logout and press Enter

This logs you off as root. (If you are using PuTTY, it also closes PuTTY)

2. Now log on as one of the users you created – Thomas (password: djkfi44)

Your screen should now look like this:

login as: Thomas

Sent username "Thomas"

Thomas@mbesc-oe's password:

Last login: Fri Feb 28 12:00:23 2003 from 172.25.80.28

Have a lot of fun...

Thomas@mbesc-oe:~>

3. Now go to the  /practice2/Circuit Reports folder and list the files

Thomas@mbesc-oe:~> cd /practice2/Circuit\ Reports/

Thomas@mbesc-oe:/practice2/Circuit Reports> ls -l

total 20

-rw-r--r--    1 Thomas   Oshikoto       74 Feb 28 12:29 Eenhana Circuit Report

-rw-r--r--    1 Martha   Ohangwen       73 Feb 28 12:30 Endola Circuit Report

-rw-r--r--    1 Rauna    Ohangwen       75 Feb 28 12:31 Okongo Circuit Report

-rw-r--r--    1 Sara     Oshikoto       81 Feb 28 12:33 Onathinge Circuit Report

-rw-r--r--    1 Josia    Oshikoto       81 Feb 28 12:34 Oshigambo Circuit Report

Thomas@mbesc-oe:/practice2/Circuit Reports>

4. Using vi, open Endola Circuit Report

You will see this:

~

~

"Endola Circuit Report" [readonly] 3L, 73C                    1,1           All

Notice it says [read only] at the bottom. If you were to try and change this file, Linux wouldn’t let you.

5. Type :q to quit the Endola Circuit Report file.

Explanation of Linux file permissions.

Look again at the file listing for the current folder

Thomas@mbesc-oe:~> cd /practice2/Circuit\ Reports/

Thomas@mbesc-oe:/practice2/Circuit Reports> ls -l

total 20

-rw-r--r--    1 Thomas   Oshikoto       74 Feb 28 12:29 Eenhana Circuit Report

-rw-r--r--    1 Martha   Ohangwen       73 Feb 28 12:30 Endola Circuit Report

-rw-r--r--    1 Rauna    Ohangwen       75 Feb 28 12:31 Okongo Circuit Report

-rw-r--r--    1 Sara     Oshikoto       81 Feb 28 12:33 Onathinge Circuit Report

-rw-r--r--    1 Josia    Oshikoto       81 Feb 28 12:34 Oshigambo Circuit Report

Look at the beginning of the Endola Circuit Report line. You will see

-rw-r--r--  

Think of it like this:

	[type]
	owner
	group
	world

	-
	rw-
	r--
	r--


The first – is the type. A – means it is a file, a d means it is a directory.

The next three letters refer to the owner of the file. The owner is this case is Martha. The r means the owner can read the file. The w means the owner can change (and delete) the file. The next – is in the place where an x might me. If there were an x, then the owner would be able to execute (run) the file if the file was a program.

The next three letters are for the group that owns the file. In this case the group is Ohangwena. The r means that members of the group can read the file. Because there is no w or x, members of the group (excluding Martha) cannot change or execute the file.

The next three letters are for the ‘world’.  The ‘world’ means every user on the linux system.

So, let’s go back to point 4 above. Why cannot Thomas (who is currently logged on) make changes to the Endola Circuit Report file?

Firstly, obviously Thomas is not the owner of the file (Martha is the owner) so he does not have any ownership rights to the file. We know the group owner of Endola Circuit Report is Ohangwena. Is Thomas in the Ohangwena group? To find out, type groups Thomas

Thomas@mbesc-oe:~> groups Thomas

Thomas : Oshikoto

So we can see that Thomas is in the Oshikoto group, not Ohangwena. Therefore Thomas does not have group permissions on this file. So, Thomas’s access rights to this file will be determined by the world permissions. We can see that the world only has read access to this file and so this is why Thomas can only read this file – not change it.

6. Now answer these questions (on a separate piece of paper):

i. Can Rauna make changes to the Okongo Circuit Report file?

ii. Can Josia make changes to the Oshikoto Circuit Report file?

iii. Can Sara make changes to the Eenhana Circuit Report file?

iv. Which of the five Circuit Reports can Sara not read?

v. Can members of the Oshikoto group read Okongo Circuit Report?

vi. Who, apart from Martha, can make changes to the Endola circuit report?

Now do these questions. The first one (vii) is an example.

vii. Example: What permission setting would you need to give a file so that

· The owner could read it and change it

· The group could read it and change it

· The world could read it and change it

Answer : -rw-rw-rw-
viii. What permission setting would you need to give a file so that

· the owner could read, write and execute the file.

· the group could only read the file

· the world has no access to the file at all

ix. What permission settings would you need to give a file so that

· the owner can read and execute the file

· the group can read and execute the file

· the world can only read the file

x. What permission settings would you need to give a file so that 

· no-one has any access to the file at all

xi. What permission settings would you need to give a file so that 

· the owner, group and world have full permissions on the file.

Permissions on files can be changes. There are several ways of doing this. Next we will learn about the binary method.

Look again at the permissions on Endola Circuit Report:

	[type]
	owner
	group
	world

	-
	rw-
	r--
	r--


Let’s say we want to change it so that the group also has write permissions on this file. So we want to change it to be like this:

	[type]
	owner
	group
	world

	-
	rw-
	rw-
	r--


Now think of each of each r, w and x corresponding to a number, like this

	[type]
	owner
	group
	world

	
	4
	2
	1
	4
	2
	1
	4
	2
	1

	
	r
	w
	-
	r
	w
	-
	r
	-
	-


Now where there is a letter, we add the numbers together. If there is a -, the number is ignored:

	[type]
	owner
	group
	world

	
	4
	2
	1
	4
	2
	1
	4
	2
	1

	-
	r
	w
	-
	r
	w
	-
	r
	-
	-

	
	4 + 2 + 0 = 6
	4 + 2 + 0= 6
	4 + 0 + 0 = 4


Therefore we can say that the new permissions that we want on this file are 664.

Remember we are currently logged on as Thomas. Thomas is not the owner of Endola Circuit Report – Martha is. Therefore only Martha or root can change the permissions.

7. Log off and log on again as root.

8. Change directory to the /practice2/Circuit Reports folder

9. Now type chmod 664 Endola\ Circuit\ Report (Remember to use the TAB key so save you lots of unnecessary typing.

10. Relist the files and you will see the permissions for Endola Circuit Report have changed to:

mbesc-oe:/practice2/Circuit Reports # ls -l

total 21

drwxr-xr-x    2 root     root          227 Feb 28 12:34 .

drwxr-xr-x    3 root     root          258 Feb 28 09:11 ..

-rw-r--r--    1 Thomas   Oshikoto       74 Feb 28 12:29 Eenhana Circuit Report

-rw-rw-r--    1 Martha   Ohangwen       73 Feb 28 12:30 Endola Circuit Report

-rw-r--r--    1 Rauna    Ohangwen       75 Feb 28 12:31 Okongo Circuit Report

-rw-r--r--    1 Sara     Oshikoto       81 Feb 28 12:33 Onathinge Circuit Report

-rw-r--r--    1 Josia    Oshikoto       81 Feb 28 12:34 Oshigambo Circuit Report
You can see that the Ohangwena group how has write permissiosn to the Endola Circuit Report file.

11. Now write the answers to these questions on a separate piece of paper:

Convert these file permissions into numbers (as above)

i. Example - -rwxrwxrwx

	[type]
	owner
	group
	world

	
	4
	2
	1
	4
	2
	1
	4
	2
	1

	-
	r
	w
	x
	r
	w
	x
	r
	w
	x

	
	4 + 2 + 1 = 7
	4 + 2 + 1= 7
	4 + 2 + 1 = 7


So the answer is 777.

ii. –rw-rw-rw

iii. –rwxrwx---
iv. –r-xr-xr—
v. –r—-r-—r--

Exercise 8

In this exercise you will 

· do more practice using the chmod command
1. Using the chmod command, change the permission on Onathinge Circuit Report to be –rw-rw-rw-

2. Relist the files and you should see:

mbesc-oe:/practice2/Circuit Reports # ls -l

total 21

drwxr-xr-x    2 root     root          227 Feb 28 12:34 .

drwxr-xr-x    3 root     root          258 Feb 28 09:11 ..

-rw-r--r--    1 Thomas   Oshikoto       74 Feb 28 12:29 Eenhana Circuit Report

-rw-rw-r--    1 Martha   Ohangwen       73 Feb 28 12:30 Endola Circuit Report

-rw-r--r--    1 Rauna    Ohangwen       75 Feb 28 12:31 Okongo Circuit Report

-rw-rw-rw-    1 Sara     Oshikoto       81 Feb 28 12:33 Onathinge Circuit Report

-rw-r--r--    1 Josia    Oshikoto       81 Feb 28 12:34 Oshigambo Circuit Report

3. Now make these changes to file permissions:

i. Make Eenhana Circuit Report ----rwxrw-

ii. Make Okongo Circuit Report –rwxrwxrwx
iii. Make Oshigambo Circuit Report –rw----r--
4. Relist the files and you should see:

mbesc-oe:/practice2/Circuit Reports # ls -l

total 21

drwxr-xr-x    2 root     root          227 Feb 28 12:34 .

drwxr-xr-x    3 root     root          258 Feb 28 09:11 ..

----rwxrw-    1 Thomas   Oshikoto       74 Feb 28 12:29 Eenhana Circuit Report

-rw-rw-r--    1 Martha   Ohangwen       73 Feb 28 12:30 Endola Circuit Report

-rwxrwxrwx    1 Rauna    Ohangwen       75 Feb 28 12:31 Okongo Circuit Report

-rw-rw-rw-    1 Sara     Oshikoto       81 Feb 28 12:33 Onathinge Circuit Report

-rw----r--    1 Josia    Oshikoto       81 Feb 28 12:34 Oshigambo Circuit Report

You will notice that the Eenhana and Okongo reports are now in red (if you are using PuTTY to connect to your server). This is because these files now have x’s in their permissions so Linux assumes these are now executable files. However, being executable in this case is a bit meaningless as these are all just text files, not programs. You cannot ‘run’ these files because they don’t contain code that the Linux can understand.

5. Now answer these questions:

i. Who apart from Josia, can change the Oshigambo Circuit Report file?

ii. Can Thomas read the Eenhana Circuit Report file?

iii. Can Sara read the Oshigambo Circuit Report file?

iv. Can everyone in the Ohangwena group read the Endola Circuit Report?
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