Learning Linux – part 1

Version 1 – 3 February 2003. Written by Ian Chapman

Notes for the Teacher

In order for your students to be able to do this training, they must have access to a Linux server (either at the console or through SSL terminal emulation software), and the right to log on as root.

You just need to create a /practice folder in the root folder and that’s it.

Introduction (for the student)

Linux is the operating systems that runs our server. It is completely different to Windows 98. Linux is open-source software which basically means it is not owned by any one company or individual. The Linux we use is made by SuSE, a German company. We use version 7.3.

You can access the server from any PC on the Ondangwa East network that has PuTTY installed and configured.

This training will teach you about the basics of Linux. It concentrates on files, folders, users, groups, permissions and editing text files.

Exercise 1

In this exercise you will learn to:

· Log on to the server

· Use ls to list files and folders

· Create users

· Create groups

1. Connect to the server using PuTTY. (If you do not know how to do this, read the document called ‘Installing and Using PuTTy’). You will see:

login as:

2. Type root and press Enter. You will see:

Sent username “root”

root@mbesc-oe’s password:

3. Enter the root password for the server. You will now see:

Last logon: Thu Jan 30 13:02:44 2003 from 172.25.80.28

Have a lot of fun…

mbesc-oe:~ #

Obviously the date and time of the last login will always be different. It is a good idea to particularly check the IP address from which the last logon took place. If it does not start with 172.25.80 then someone from outside has logged into our server. It could be a hacker!. Of course it could also be SchoolNet (they know the password and can log in from Windhoek), but even they should inform you, out of courtesy, that they are going to do so me work on the server.

4. Type cd / and then press enter

5. Now type ls and press enter. You will see a list of all the files and folder in the current directory:

mbesc-oe:/ # ls

.             bin    etc        media      opt       sbin            tmp

..            boot   home       mnt        practice  shared_folders  usr

aquota.group  cdrom  lib        named.run  proc      swap.swp        var

aquota.user   dev    ljohannes  none       root      tftpboot
You will see that different things are in different colours. Different colours mean different things. For now, all you need to know is that everything that is dark blue is a folder (also called a directory) and everything else is a file.

You should see a folder called ‘practice’. We will do all the practice in this folder where nothing can be damaged. We now need to go into this folder. 

6. Type cd practice and press Enter. You will see…

mbesc-oe:~/practice

…which shows you are currently in the practice folder. Next we will create some users and groups. 

7. Type the following:

groupadd accounts

This creates a group called accounts. We will now create a user called taimi and put her into this group. 

8. Type: useradd –g accounts –m –k /etc/empty taimi and press Enter. 

Explanation:
useradd
the command to add a user

-g
the user’s primary group (this will be explained further later)

-m
automatically create a home directory for the user in /home. This is where most of the users’ email and personal files are stored.

-k
this tells Linux to copy files from the /etc/empty directory into the user’s home directory. /etc/empty is in fact empty. This is because most of the files that Linux would otherwise copy are not required at Ondangwa East.

taimi
the name of the user to be added.

To confirm that taimi has indeed been put into the accounts group, use the groups program.

9. Type: groups taimi. You will see:

mbesc-ow:~/practice # groups taimi

taimi : accounts

This shows you that taimi is in the accounts group. Next, taimi must be given a password using the passwd program.

10. Type: passwd taimi. You will see:

New password:

11. Type 843jkdf for the password. You will now see:

Re-enter new password: 

12. Type the same password again. You will now see:

Password changed

Now let’s add another user called peter and also put him in the accounts group. With Linux, you don’t have to re-type the commands you’ve already typed.

13. Press the Up arrow ( You will see the last line you entered appears.

passwd taimi

14. Press the Up arrow ( again. You will see the line before that:

groups taimi. Press it again to see:

useradd –g accounts –m –k /etc/empty taimi

15. Delete taimi and put type peter instead so your line now looks like this:

useradd –g accounts –m –k /etc/empty peter. Press Enter. Peter is now added as a user.

Now give peter a password of asdf843. (Use the instructions above if you have forgotten.)

16. Create three more users in exactly the same way, putting them all in the accounts group, with these usernames and these passwords:

tusnelde
48fj3t

alisa

548gf3

greorge
48fjd993

Exercise 2

In this exercise you will learn how to :

· Manipulate users and groups using usermod
· Create text files using touch
· Change ownership of files using chown
So far we have one group, accounts, and five users called taimi, peter, tusnelde, alisa and george. All five users currently belong to the accounts group. We will now create a new group called ‘purchasing’ and we will move alisa and george into that group.

1. To add the group ‘purchasing’ type:

groupadd purchasing

2. To move alisa into the purchasing group type:

usermod –g purchasing alisa 

Explanation:

usermod
the program to modify a user’s settings

-g

(new) primary group – the same as with useradd

purchasing
the new group

alias

the name of the users

3. Use the Up arrow ( to repeat the line and change the username to george so your line looks like this:

usermod –g purchasing george

4. Confirm that the change has happened typing groups alias and 

groups george.

We will now create a text file called ‘budget_2003’ in the practice folder. 

5. Type: touch budget_2003. Now we can view the file we have created by re-listing the files.

6. Type: ls. You will see:

mbesc-oe:~/practice # touch budget_2003

mbesc-oe:~/practice # ls

.  ..  budget_2003

mbesc-oe:~/practice #
This shows that the /practice folder contains only one file – the budget_2003 file. Now we want to see more details about this file.

7. Type: ls –l. You will see:

mbesc-oe:~/practice # ls -l

total 2

drwxr-xr-x    2 root     root           62 Jan 31 10:05 .

drwx------   14 root     root         1346 Jan 31 08:22 ..

-rw-r--r--    1 root     root            0 Jan 31 10:05 budget_2003

The first line ending with a dot shows the current directory.

The second line ending with two dots those the directory above the current directory.

The third line is the file we have just created – budget_2003.

The first column is the permissions on the file. This shows you who can read, write to and execute the file. This will be covered later in Exercise ???. The next column shows some numbers – these are not important. The last column on the right shows the names of the files. The date and time are the date and time that files were created of last modified. In the case of directories, the date and time is when the contents of the directory were last changed.

Look at the last line. Look at root  root   
The first root means that root is the user who owns this file. The second root is the group that also owns the file. Because you are currently logged on as root, all files you create will be owned by you (root) and by your primary group (root). Root is the name of a user and of a group, which is unusual. 

7. You can see which groups you (root) are in by typing groups root which will show you

mbesc-oe:~ # groups root

root : root bin uucp shadow dialout audio nogroup

So root is a member of all these groups. Root’s primary group is root, because root is the first in the list. 

8. Next we will change budget_2003 so that it is owned by taimi and the accounts group.

Type: chown taimi.accounts budget_2003
Explanation:

chown


program to change the ownership of files

taimi 

the word before the dot is the new user

accounts

the word after the dot is the new group

budget_2003
this is the name of the file who’s ownership you want to change.

9. To confirm that the ownership of the file has changed, type ls –l again. You should see:

mbesc-oe:~/practice # ls -l

total 2

drwxr-xr-x    2 root     root           62 Jan 31 10:05 .

drwx------   14 root     root         1346 Jan 31 08:22 ..

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003

So you can now see that budget_2003 is owned by taimi, and the group owner is accounts.

10. Using touch, create a file called annual_report.

11. Change the ownership, so it is owned by tusnelde and the accounts group.

12. Type ls –l. You should see this:

mbesc-oe:~/practice # ls -l

total 2

drwxr-xr-x    2 root     root           91 Jan 31 11:19 .

drwx------   14 root     root         1346 Jan 31 08:22 ..

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003
13. Create three more files and change the ownership as follow as follows:

Name



Owner

Group Owner

Circuit_office_addresses
george

purchasing

Telephone_list


peter

accounts

Exam_results


alisa

purchasing

14. Type:ls –l. You should see this:

mbesc-oe:~/practice # ls -l

total 2

drwxr-xr-x    2 root     root          189 Jan 31 11:32 .

drwx------   14 root     root         1346 Jan 31 11:30 ..

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_addresses

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Telephone_list

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003

15. Show the results to your teacher for checking.

Exercise 4

In this exercise you will learn to 

· Make directories using mkdir
· Move and rename files and folders using mv
We will start by creating a new folder inside the /practice folder called Accounts_Department.

1. Type: mkdir Accounts_Department and then ls –l to see the contents of /practice

You should see this:

mbesc-oe:~/practice # ls -l

total 3

drwxr-xr-x    3 root     root          224 Jan 31 11:48 .

drwx------   14 root     root         1346 Jan 31 11:30 ..

drwxr-xr-x    2 root     root           35 Jan 31 11:48 Accounts_Department

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_addresses

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Telephone_list

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003

Notice that you can now see the Accounts_Department directory. It is dark blue because it is a directory. At the beginning of the Accounts_Department line you will see a ‘d’. d means it is a directory.

Let’s go into the Accounts_Department directory.

2. Type: cd Acc and then press Tab. Notice that Linux automatically completes the line for you so you see:

cd Accounts_Department

Using Tab to complete lines saves you a lot of time.

3. Press Enter. Type ls –l again to see the contents of the Accounts_Department folder:

mbesc-oe:~/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root           35 Jan 31 11:48 .

drwxr-xr-x    3 root     root          224 Jan 31 11:48 ..
As you can see, the folder is empty (because we have not put anything in it yet). Remember that the two lines you can see with the ‘dot’ and ‘dot dot’ refer to the directory and it’s parent, not to any files.

Now let’s move the file called Exam_Results from the practice folder to the Accounts_Department folder.

4. Return to the practice folder by typing cd .. This takes you ‘up’ to the parent of the current directory. You should now be in the practice directory like this:

mbesc-oe:~/practice/Accounts_Department # cd ..

mbesc-oe:~/practice #
5. Type mv Exam_Results Accounts_Department/ (Remember, you don’t have to type the full file and directory names – just type the first couple of letters than press TAB)

Explanation:

mv



the program to move files and folders

Exam_Results


the file you want to move

Accounts_Department/
the folder you want to move it to

The / after Acc
ounts_Department here is not strictly necessary but it is a good idea to use it. The / indicates that Accounts_Department is a directory.


6. Now go into the Accounts_Department folder by typing cd Accounts_Department
7. Type ls –l to see the files inside:

mbesc-oe:~/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root           63 Jan 31 13:47 .

drwxr-xr-x    3 root     root          196 Jan 31 13:47 ..

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results
8. Now, using the same technique, move all the files from the practice directory to the Accounts_Department directory. When you have finished, your Accounts_Department should look like this:

mbesc-oe:~/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root          189 Jan 31 13:49 .

drwxr-xr-x    3 root     root           70 Jan 31 13:49 ..

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_addresses

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Telephone_list

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003

9. Show it to your teacher for checking

10. Now create a new folder inside the practice folder called Purchasing_Department. Your practice folder should now look like this:

mbesc-oe:~/practice # ls -l

total 3

drwxr-xr-x    4 root     root          107 Jan 31 13:53 .

drwx------   14 root     root         1346 Jan 31 11:30 ..

drwxr-xr-x    2 root     root          189 Jan 31 13:49 Accounts_Department

drwxr-xr-x    2 root     root           35 Jan 31 13:53 Purchasing_Department

Let’s now move all the files from the Accounts_Department folder to the Purchasing Department folder.

11. Go into the Account_Department folder by typing cd Accounts_Department
12. Type mv Exams_Results /practice/Purchasing_Department/

Note that we have to type the full path of the Purchasing_Department directory because the Purchasing_Department folder is not in the same directory as the Accounts_Department directory where we are currently.

To go into the Purchasing_Department directory from the Accounts_Department folder, you could type cd .. (to go back to the practice folder) followed by cd Purchasing_Department (to go into the Purchasing_Department directory. However, it can be done in just one line

13. Type: cd ../Purchasing_Department

This combines both functions into one line. If you list the files in the Purchasing_Department directory now, you should see:

mbesc-oe:/practice/Purchasing_Department # ls -l

total 1

drwxr-xr-x    2 root     root           63 Jan 31 14:05 .

drwxr-xr-x    4 root     root          107 Jan 31 13:53 ..

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results
14. Now move all the remaining files from the Accounts_Department directory to the Purchasing_Department directory. When you have finished, your Purchasing_Department folder should look like this:

mbesc-oe:/practice/Purchasing_Department # ls -l

total 1

drwxr-xr-x    2 root     root          189 Jan 31 14:17 .

drwxr-xr-x    4 root     root          107 Jan 31 13:53 ..

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_addresses

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Telephone_list

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003
If, like in this example, you want to move all the files and folder in the current directory, you can just us *.

Let’s move all the files back from the Purchasing_Department directory to the Accounts_Department directory using just one line

15. Type: mv * ../Accounts_Department/

The * means all files and folders in the current directory. 

List the files in the Accounts_Department directory and you should see this:

mbesc-oe:/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root          189 Jan 31 14:21 .

drwxr-xr-x    4 root     root          107 Jan 31 13:53 ..

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_addresses

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Telephone_list

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003

mv can also be used to rename files.

Type mv Exam_results Exam_results_2002 and press Enter. Then type ls –l. You will see:

mbesc-oe:/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root          194 Feb  3 11:44 .

drwxr-xr-x    4 root     root          107 Feb  3 11:42 ..

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_addresses

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results_2002

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Telephone_list

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 budget_2003

You can see that Exam_Results changed to Exam_Results_2002.

16. Using the mv command, rename the files in Accounts_Department as follows:

Old name


New name

Circuit_office_addresses
Circuit_office_locations

Telephone_list


Contact_list

annual_report


2002_annual_report

budget_2003


Budget_2003

17. List the files in the current directory and you should see

mbesc-oe:/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root          197 Feb  3 11:51 .

drwxr-xr-x    4 root     root          107 Feb  3 11:42 ..

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 2002_annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 Budget_2003

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_locations

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Contact_List

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results_2002

If you want to create file names with spaces in, you must put a \ before the space.

18. Type mv Budget_2003 Budget\ 2003 and press Enter. Then type ls –l

mbesc-oe:/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root          197 Feb  3 11:56 .

drwxr-xr-x    4 root     root          107 Feb  3 11:42 ..

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 2002_annual_report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 Budget 2003

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit_office_locations

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Contact_List

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam_results_2002

You will see that Budget_2003 has become Budget 2003.

19. Now rename all the files in the Accounts_Department folder to remove all the underscores as follows:

Old name


New  name

2002_annual_report

2002 annual report

Circuit_Office_Locations
Circuit Office Locations

Contact_List


Contact List

Exam_results_2002

Exam results 2002

20. List the files in the current directory and you should see:

mbesc-oe:/practice/Accounts_Department # ls -l

total 1

drwxr-xr-x    2 root     root          197 Feb  3 12:06 .

drwxr-xr-x    4 root     root          107 Feb  3 11:42 ..

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 2002 annual report

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 Budget 2003

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit Office Locations

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Contact List

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 Exam results 2002

It is also possible to move files and rename them at the same time. We will move Budget 2003 into the Purchasing_Department folder and simultaneously rename it to become Budget 2004.

21. Type mv Budget\ 2003 ../Purchasing_Department/Budget\ 2004 (Remember you have to put a \ before every space in a file name but this will happen automatically if you use TAB to complete the file names).

22. Change to the Purchasing_Department directory and list the files. You should see

mbesc-oe:/practice/Purchasing_Department # ls -l

total 1

drwxr-xr-x    2 root     root           62 Feb  3 12:25 .

drwxr-xr-x    4 root     root          107 Feb  3 11:42 ..

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 Budget 2004

23. Now go back to the Accounts_Department folder 

We will move Contact List to the Purchasing_Department folder and rename it to be Contact List 2. This time we will do something slightly different:

24. Type mv Contact\ List ../Purchasing_Department/Contact\ List\ 2/ (Notice the extra / after the 2)

You will receive an error message:

mbesc-oe:/practice/Accounts_Department # mv Contact\ List ../Purchasing_Department/Contact\ List\2/

mv: cannot create regular file `../Purchasing_Department/Contact List2/Contact List': No such file or directory

mbesc-oe:/practice/Accounts_Department #
The reason for this is that the / at the end tells Linux that Contact List 2 is a directory. Because Linux cannot find a directory called Contact List 2, it gives you an error message. This is why, when using mv, you must put a / after a directory name but not after a file name.

25. Repeat the last line (by pressing the ( up arrow key) and remove the / from the end of the line. Press Enter

26. Change into the Purchasing_Department directory and list the files. You should see that Contact list is now in the directory and has been renamed Contact List 2.

mbesc-oe:/practice/Purchasing_Department # ls -l

total 1

drwxr-xr-x    2 root     root           91 Feb  3 12:38 .

drwxr-xr-x    4 root     root          107 Feb  3 11:42 ..

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 Budget 2004

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Contact List 2

27. Using the same technique, simultaneously rename the remaining files in the Accounts_Department directory and move them to the Purchasing_Department folder as follows:

Old name


New name

2002 annual report

2002 Annual Report

Circuit Office Locations
Circuit Offices

Exam Results 2002

2002 Exam Results

When you have finished you should see this:

mbesc-oe:/practice/Purchasing_Department # ls -l

total 1

drwxr-xr-x    2 root     root          190 Feb  3 14:13 .

drwxr-xr-x    4 root     root          107 Feb  3 11:42 ..

-rw-r--r--    1 tusnelde accounts        0 Jan 31 11:19 2002 Annual Report

-rw-r--r--    1 alisa    purchasi        0 Jan 31 11:32 2002 Exam Results

-rw-r--r--    1 taimi    accounts        0 Jan 31 10:05 Budget 2004

-rw-r--r--    1 george   purchasi        0 Jan 31 11:28 Circuit Offices

-rw-r--r--    1 peter    accounts        0 Jan 31 11:31 Contact List 2

